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Abstract This paper investigates the detection of adaptive image steganography. Firstly, the sample pair

analysis model of multiple least-significant bits (MLSB) replacement is analyzed, and the conditions under

which the adaptive steganography can be detected via this model are given. For the category of adaptive

steganography satisfying these conditions, a general quantitative steganalysis method is presented based on

specific areas and sample pair analysis. Then, for a typical adaptive steganography, some concrete methods

are proposed to select specific areas and trace sets of sample pairs, and estimate the stego modification ratios.

Experimental results show that the proposed methods can estimate the stego modification ratio accurately. This

verifies the validity of the proposed general quantitative steganalysis method.
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1 Introduction

Steganography is the art of covert communication. Along with steganography, the opposite, steganalysis,
is also one of the key technologies of multimedia information security [1, 2]. With the development of
steganalysis technique, the steganography method based on simple least significant bit (LSB) replacement
becomes no longer secure. There exist many methods which can not only detect LSB replacement
steganography reliably, but also estimate the embedding ratio, such as χ2 method [3], RS (regular and
singular groups) method [4], SPA (sample pair analysis) method [5], WS (weighted stego-image) method
[6] and some improved variants [7, 8] of them. In order to resist the above steganalysis methods and meet
the requirements of covert communication, some steganography methods with higher security and large
capacity have been proposed, such as LSB matching steganography, stochastic modulation steganography
and adaptive steganography.

For LSB matching and stochastic modulation steganography, there have been some quantitative ste-
ganalysis methods available [9, 10] which can estimate the stego message ratio or modification ratio [11].
For adaptive steganography, the bit plane complexity segmentation (BPCS) steganography is a typical
one, which is firstly proposed by Kawaguchi et al. [12]. The BPCS steganography partitions the image
∗Corresponding author (email: chunfangyang@126.com)
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into blocks with fixed size. Then, if the texture complexity of a Gray code bit plane of a block is larger
than a given threshold, bits in this Gray code bit plane will be replaced by the secret message. This
kind of steganography can be implemented easily and achieve high imperceptibility and capacity. More-
over, they can also be extended from spatial domain to transformed domain or temporal domain medias,
such as JPEG2000 images or compressed videos [13, 14]. After this, some new adaptive steganography
methods [15, 16] have been proposed. For example, to resist the attacks of RS, SPA and some other
typical LSB steganalysis methods, Nguyen et al. [15] presented an adaptive multiple bit planes image
steganography (MBPIS) method. This method is an important improvement of BPCS steganography.
It adopts a bit plane complexity measurement which depends on the higher bit planes, and embeds the
message from higher bit planes to lower bit planes. And thus, the later embedding will not affect the
complexity measurement values of the higher and current bit planes. Additionally, this method utilizes
the matrix encoding technique to reduce the modifications caused by embedding, which makes the stego
images hard to be detected. Because the adaptive steganography is highly imperceptible and difficult to
be detected, the research on corresponding steganalysis owns high theoretical and practical value.

The adaptive steganography can be detected by some blind steganalysis methods, such as the blind
steganalysis methods proposed by Wang et al. in [17] and by us in [18]. However, blind steganalysis
method can just distinguish the stego images, but cannot estimate the embedding ratio or modifica-
tion ratio. In literatures, the steganalysis methods designed specifically for adaptive steganography are
sparse. Currently, several existing steganalysis methods for adaptive steganography mainly focus on
BPCS steganography. For example, Kim et al. [19] took the lead in detecting the spatial domain BPCS
steganography proposed in [12] by the χ2 test method. Then, Niimi et al. [20] pointed out that the com-
plexity histogram of the stego image generated by BPCS steganography in [12] would appear significantly
discontinuous in the positions of threshold and one minus threshold. Considering this defect, Zhang et al.
[21] defined a measure to scale the discontinuity of complexity histogram which can be used to detect the
BPCS steganography in [12] automatically. Since BPCS steganography destroys the isotropy of spatial
domain cover and the Gaussian-like characteristic of transformation domain cover’s coefficient histogram,
Yu et al. [22] used the χ2 test to determine whether the given image satisfies these characteristics in order
to detect the spatial domain or transformation domain BPCS steganography. Julio et al. [23] replaced
the artificial neural network with support vector machine to solve the problem that the blind steganalysis
in [24] cannot detect BPCS stego images effectively. However, for the MBPIS steganography proposed
in [15] to resist the RS method, there is just a steganalysis method proposed in [25] by adapting the
RS method to non-flat areas. In a word, some methods are available for detecting BPCS and MBPIS
steganography. But, the quantitative steganalysis methods still have not appeared in literatures.

In some adaptive steganography methods, for the areas whose complexities are larger than the thresh-
old, the secret message is embedded not only into the LSB plane, but also into the higher bit planes.
Currently, some steganalysis methods have been proposed to estimate the embedding ratios in higher
bit planes. For example, Yu et al. [26] extended the WS method to estimate the embedding ratio of
a typical multiple least significant bits (MLSB) replacement steganography pattern. Ker [27] and we
[28] independently extended the sample pair analysis method designed for LSB replacement, and pre-
sented the I2Couples, 2Couples and QEM method to estimate the embedding ratio of 2LSB replacement
steganography. Yu et al. [29] presented methods to estimate the embedding ratios of two typical MLSB
replacement steganography patterns based on sample pair analysis. In [30], we presented a sample pair
analysis model for MLSB replacement steganography, then based on this model, gave two steganalysis
methods to estimate the embedding ratios of two typical MLSB replacement patterns. After this, we
improved the method in [30] to make it able to estimate the embedding ratio in each bit plane. The
improved method was called IDMSPA method [31], and would be called ID3SPA method when being
used to estimate the embedding ratios in the three least significant bit planes.

This paper analyzes the problems faced by existing methods when they are used to detect the adaptive
steganography. Then, the research results on steganalysis of MLSB replacement are applied to the
detection of adaptive steganography. And the conditions under which the adaptive steganography can
be detected via the sample pair analysis model of multiple bit-planes replacement are given. For the
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category of adaptive steganography satisfying these conditions, a general quantitative steganalysis method
is presented based on the stego areas treated equivalently and the sample pair analysis. Then, for a typical
adaptive steganography, the concrete methods are proposed to select the stego areas, trace sets of stego
sample pairs, and estimate the stego modification ratios. Experimental results show that the proposed
method can estimate the stego modification ratio accurately. This verifies the validity of the proposed
general quantitative steganalysis method.

2 The problems

Most of existing quantitative steganalysis methods focus on sequence or random embedding. Thus, when
estimating the modification ratio or embedding ratio, it is usual to think that there is no correlation
between the embedded messages and pixels. But, the adaptive steganography usually does not embed
message or just embeds few messages into the smooth areas, while embedding more messages into the
textured areas. The adaptive steganography considers the difference among different areas, embeds mes-
sages into different areas with different ratios, and then introduces the correlation between the embedded
messages and the cover. This kind of correlation breaks down the assumption based on by existing quan-
titative steganalysis methods, and invalidates these methods. The idea to solve this problem is to search
for the stego areas treated equivalently, such as textured areas. In these areas, the embedded messages
and pixels of cover image can be thought of as mutually independent.

The existing quantitative steganalysis methods usually utilize the fixed relationships among some
statistics which are obtained from the whole image, viz. the statistical characteristics of the image. Even
if the steganalyzers can identify the stego areas treated equivalently, the statistics obtained from these
areas may not satisfy the statistical characteristics of the whole image. This is also a key problem when
applying existing quantitative steganalysis methods to the adaptive steganography methods. For this
problem, we need to search for the statistical characteristics which are utilized by existing methods and
are still satisfied in the stego areas treated equivalently.

Therefore, when applying the existing quantitative steganalysis methods to the adaptive steganography
methods, the following two problems should be solved:

1) How to search for the stego areas treated equivalently when embedding?
2) How to search for the statistical characteristics which are utilized by existing methods and are still

satisfied in the stego areas treated equivalently?
From the above point of view, we will first introduce the sample pair analysis model of MLSB re-

placement which is called MSPA model, and then analyze the conditions under which the adaptive
steganography methods can be analyzed by MSPA model.

3 Sample pair analysis model of MLSB replacement

The digital image is represented by the succession of samples s1, s2, . . . , sN , 0 � si � 2b − 1, where N

denotes the total number of pixels in an image and b denotes the total number of bits in a pixel. A
two-tuple 〈i, j〉 is named a pixel pair, where i and j are the indexes of pixels and 1 � i, j � N . Let � be
the set of all adjacent pixel pairs 〈i, j〉, i �= j. In [30], a trace set Cm of � was defined as follows:

Cm = {〈i, j〉||�si/L� − �sj/L�| = m, i �= j}, (1)

where L = 2l, 0 � m � L̃− 1, L̃ = 2b−l, and l denotes that the l least significant bit planes of the image
are modified when embedding. The trace set Cm (0 � m � L̃ − 1) can be partitioned into L2 trace
subsets as follows:

Q0,τ1,τ2 = {〈i, j〉|si = Lk + τ1, sj = Lk + τ2, 0 � k � L̃ − 1, 1 � i �= j � N}, m = 0, (2)

Qm,τ1,τ2 =

{
〈i, j〉

∣∣∣∣∣ si = L(k − m) + τ1, sj = Lk + τ2, or si = Lk + L − 1 − τ1,

sj = L(k − m) + L − 1 − τ2, m � k � L̃ − 1, 1 � i �= j � N,

}
1 � m � L̃ − 1, (3)
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where 0 � τ1, τ2 � L − 1.
Because the MLSB replacement modifies only the l least significant bit planes of the images, each pixel

pair will be modified by L2 possible patterns which are defined as so-called L2 modification patterns
[π1, π2], 0 � π1, π2 � L−1. Thus, if a pixel pair 〈i, j〉 belongs to the trace subset Qm,τ1,τ2 and is modified
by pattern [π1, π2] during MLSB replacement, then after being modified, the two pixels’ MLSBs of this
pixel pair can be obtained by carrying out exclusive OR between the elements in modification pattern
and the pixels’ MLSBs of the cover pixel pair. According to the definitions of trace subsets in (2) and
(3), the stego pixel pair must belong to trace subset Q′

m,τ1⊕π1,τ2⊕π2
, where ⊕ denotes the exclusive OR

operation. For convenience, each pixel is denoted by si or s′i depending on whether the pixel is obtained
from the natural or stego image of MLSB steganography. The same convention is also applied to the set
such that Z and Z ′ are the sets before and after MLSB steganography respectively.

According to the l LSBs of the larger pixel of a pixel pair, � can also be partitioned into the following
new subsets:

XLm+u = {〈i, j〉||si − sj | = Lm + u, max(si, sj) mod L < u, 1 � i �= j � n}, (4)

YLm+u = {〈i, j〉||si − sj | = Lm + u, max(si, sj) mod L � u, 1 � i �= j � n}, (5)

where 0 � m � L̃ − 1, 0 � u � L − 1, max(si, sj) is to get the larger one from si and sj . Then for the
natural images, because it is about equally probable that the l LSBs of the larger component of a pixel
pair differing by Lm + u is 0, 1, . . . , L − 2 or L − 1, the following formula can be obtained:

u|YLm+u| ≈ (L − u)|XLm+u|, (6)

where | · | denotes the cardinality of set ·. Additionally, the relationships between XLm+u, YLm+u and
Qm,π1, π2 were given in [30], for 0 � u � L − 1, as follows:

XLm+u =
u−1⋃
v=0

Qm+1,L+v−u, v, 0 � m � L̃ − 2, (7)

YLm+u =
L−1⋃
v=u

Qm,v−u, v, 1 � m � L̃ − 1, (8)

Yu =
L−1⋃
v=u

(Q0,v−u, v ∪ Q0,v, v−u). (9)

4 General quantitative steganalysis of adaptive steganography based on spe-
cific areas and MSPA model

According to the definition of trace sets in the MSPA model, the trace set which a pixel pair belongs to
is determined by the absolute difference between the high (b − l) bits of the two adjacent pixels in this
pixel pair. If the absolute difference between the high (b − l) bits of two pixels si and sj is m, then

Lm − L + 1 � |si − sj | � Lm + L − 1. (10)

This indicates that if the complexity of an image area is determined by the difference between two pixels,
the complexity of this area is reflected in a certain extent by the trace sets which the pixel pairs in this
area belong to. When m is large, the pixel pairs contained by the trace set Cm in the MSPA model
possibly all belong to certain textured areas treated equivalently. Thus, the MSPA model can possibly
be used to analyze some adaptive steganography.

The MSPA model assumes that the steganography modifies just the l least significant bits of pixels,
and each pixel pair transits among the trace subsets of the trace set containing the pixel pair.

Additionally, from the analysis in section 2, we can see that when applying the existing quantitative
steganalysis methods to the adaptive steganography methods, it is necessary to search for the stego areas
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treated equivalently for message embedding, and in these areas, search for the statistical characteristics
on which the existing methods depend.

The existing quantitative steganalysis methods based on the MSPA model usually assume that the
message is spread in all pixels, viz. each pixel is treated equivalently. But, when the message is embedded
by the adaptive steganography, if the pixel pairs in a trace set belong to areas treated differently, then
bits in the same positions of these pixels will be modified with different possibilities. This would increase
the difficulty in analyzing the transition possibilities among trace subsets because it is no longer suitable
for the condition that the bits in the same bit plane would be modified with the equal possibilities.
However, if the trace sets contain only pixel pairs which belong to the stego areas treated equivalently,
the statistical characteristics of these trace sets based on by the existing methods are still satisfied. Thus,
the trace sets used for quantitative steganalysis of adaptive steganography must just contain pixels in
the stego areas treated equivalently. We call these trace sets the stego trace sets treated equivalently.

On the basis of above analysis, the following proposition gives the conditions under which the adaptive
steganography methods can generate the stego trace sets treated equivalently.

Proposition. For the adaptive steganography method which embeds message into the areas whose
complexity is larger than a fixed threshold T , if there is a function F so that for arbitrary two adjacent
pixels si and sj in the same area, f(Ak) � F (m), where Ak is the area containing si and sj , f(Ak) is the
measure of the complexity of the area Ak, and m is the absolute difference between the high (b − l) bits
of si and sj , then when F (m) > T , the area Ak is the stego area treated equivalently, and the trace set
Cm contains just pixels in the stego areas treated equivalently.

Proof. For arbitrary two adjacent pixels si and sj in the same area, based on the function F , f(Ak) �
F (m), when F (m) > T , that is, f(Ak) � F (m) > T . And because the adaptive steganography method
embeds message into the areas whose complexity is larger than a fixed threshold T , certainly, the area
containing si and sj is the stego area treated equivalently.

For arbitrary adjacent pixel pair 〈α, β〉 in Cm, we have |�sα/L� − �sβ/L�| = m. From the conditions
in the proposition, it can be seen that the function F leads to the complexity f(Aγ) of the area Aγ

containing sα and sβ satisfying f(Aγ) � F (m). And because F (m) > T , we have f(Aγ) � F (m) > T .
Therefore, when embedding via this adaptive steganography method, the pixels in the area Aγ will be
treated equivalently and the messages can be embedded randomly. Consequently, when F (m) > T , the
trace set Cm contains just pixels in the stego areas treated equivalently.

Thus, the proof of this proposition is completed.
The above analysis shows that the adaptive steganography method which can be analyzed via MSPA

model must not only modify just the l least significant bits, but also adopt the complexity measure and
threshold set which satisfy the above proposition. For this category of adaptive steganography methods,
the bits in the same positions of pixels in the stego trace sets treated equivalently would be modified
with the equal probabilities. And these trace sets can be utilized to design the quantitative steganalysis
methods based on the MSPA model.

The main steps of the general quantitative steganalysis of the adaptive steganography based on specific
areas and MSPA model are as follows:

I. According to the complexity measure adopted by the given adaptive steganography, construct the
function F which makes f(Ak) � F (m) and F (m) > T , where m is the absolute difference between the
high (b− l) bits of the adjacent pixels in the area Ak. Then, based on the constructed function F , search
for the stego trace sets treated equivalently by the next step. If the function satisfying above conditions
cannot be constructed, quit detecting.

II. From the formula F (m) > T , determine the stego trace sets treated equivalently.
III. For the determined stego trace sets treated equivalently, calculate the cardinalities of their trace

subsets.
IV. Based on the cardinalities of the trace subsets of the stego trace sets treated equivalently, carry

out the quantitative steganalysis of the given adaptive steganography method.
In the following content, two examples are given to introduce how to construct the function F , and
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then how to search for the stego trace sets treated equivalently.
1) The complexity measure of the area Ak is the maximum of the absolute differences between two

pixels in this area, viz.
f(Ak) = max(|si − sj|, i, j ∈ Ak). (11)

Obviously, f(Ak) = max(|si − sj |, i, j ∈ Ak) � |si − sj |. Construct

F (m) = Lm− L + 1. (12)

Then, from (10), we can obtain f(Ak) � |si − sj | � Lm−L + 1 = F (m). Thus, if the absolute difference
m between the high (b − l) bits of si and sj satisfies F (m) = Lm − L + 1 > T , viz. m > (T + L − 1)/L,
the corresponding trace set Cm is the stego trace set treated equivalently.

2) The complexity measure of the area Ak is the average over the absolute differences between two
pixels in this area, viz.

f(Ak) =
∑

i,j∈Ak

|si − sj |/n, (13)

where n denotes the number of pixel pairs in the area Ak. It can be seen that f(Ak) =
∑

i,j∈Ak
|si−sj|/n �

|si − sj |/n. Construct
F (m) = (Lm − L + 1)/n, (14)

then, from (10), it follows that f(Ak) � |si − sj |/n � (Lm − L + 1)/n = F (m). Thus, if the absolute
difference m between the high (b − l) bits of si and sj satisfies F (m) = (Lm − L + 1)/n > T , viz.
m > (nT + L − 1)/L, the corresponding trace set Cm is the stego trace set treated equivalently.

In section 5, for the typical adaptive steganography method MBPIS in [15], the corresponding quanti-
tative steganalysis method is designed based on the above idea.

5 Quantitative steganalysis of adaptive steganography MBPIS

5.1 Brief introduction to adaptive steganography MBPIS

In [15], the adaptive multiple bit planes image steganography (MBPIS) method was presented. This
method converts a pixel value in natural binary code into another value in Gray code as follows:{

gb = db,

gi = di ⊕ di+1, 1 � i � b − 1,
(15)

where di and gi denote the ith bits of the pixel value d in natural binary code and the pixel value g in
Gray code respectively, and the first bit is LSB. Then, the converted image is decomposed into b Gray
code bit planes, GbGb−1Gb−2 . . . Gi . . . G1. The process of converting the pixel value in Gray code into
the pixel value in natural binary code is defined as{

db = gb,

di = gi ⊕ di+1, 1 � i � b − 1.
(16)

The MBPIS method does not embed data into the smooth area, but embeds data into the textured area
adaptively. In [15], the smooth area of a bit plane is called the flat area, and the textured area is called
the non-flat area. To identify the flat areas, the image is partitioned into non-overlapping blocks with
size of n1 × n2 (n1 and n2 are less than the width and height of the image respectively, and their values
are usually 2, 3 and 4.). The complexity measure of each block’s ith Gray code bit plane depends on the
differences between two contained pixels’ higher bits in Gray code as follows:

f(Ak, i) = max{|�p1/2i� − �p2/2i�|, |�p1/2i� − �p3/2i�|, . . . , |�p1/2i� − �pn1n2/2i�|}, (17)

where Ak denotes the kth block of the cover image, pj denotes the Gray code value of the jth pixel in the
block and p1 denotes the Gray code value of the pixel in the upper left corner of the block. If f(Ak, i)
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is not larger than the given threshold t, viz. f(Ak, i) � t, the ith Gray code bit plane of the block Ak is
flat. Otherwise, it is non-flat. The threshold adopted in [15] is 0 or 1.

The MBPIS method determines the number l (1 � l < b) of Gray code bit planes used to embed
message first. Then, some secret message is embedded into the Gray code bit planes, Gl, Gl−1, . . . , G1,
in turn. When embedding the secret message into the ith Gray code bit plane Gi (1 � i � l), the method
searches for the non-flat blocks first, and then embeds the secret message into the ith Gray code bit plane
of the non-flat blocks randomly. Finally, the image in Gray code is converted into the image in natural
binary code. For the 8-bit grayscale images, embedding message into the fifth or higher bit plane will
cause significant vision distortion. Therefore, the number of bit planes used in MBPIS method should be
no larger than 4. In order to improve the security of steganography, the MBPIS method utilizes matrix
encoding technique to reduce the number of modification. When extracting the message, the receiver just
needs to extract the bits in non-flat areas from the lth to first Gray code bit plane in turn and decode
the bits into secret message by the shared key.

The embedding procedure of the MBPIS method shows that for the fixed number l of stego bit planes,
the MBPIS method modifies just the l least significant Gray code bit planes. Then, from the process
of converting images in Gray code into images in natural binary code in (16), it can be derived that
the MBPIS method also modifies just the l least significant natural binary bit planes. Therefore, in the
following subsection, we try to apply the MSPA model to the quantitative steganalysis of the MBPIS
method on the basis of the idea given in section 4.

5.2 Selecting the non-flat areas treated equivalently

The MBPIS method calculates the complexity measures of each block’s Gray code bit planes by (17).
For the threshold t, denote the set of blocks which are non-flat in the ith Gray code bit plane by

NFi,t = {Ak|f(Ak, i) > t}. (18)

And the pixels in the blocks belonging to NFi,t are given by

Nf i,t = {sj|f(Ak, i) > t, sj ∈ Ak}. (19)

If the blocks which are non-flat in the higher bit planes are sometimes flat and sometimes non-flat in the
lower bit planes, the areas composed of these blocks are not the areas treated equivalently. Then, the
problem whether the pixels which are non-flat in the higher bit planes are also flat in the lower bit planes
will be answered by the following theorem.

Theorem. The pixels which are non-flat in the higher bit plane are also non-flat in the lower bit planes.

Proof. When a pixel is non-flat in the ith bit plane, there must exist a pixel sj belonging to the same
block so that the absolute difference t̄ between the high (b− i) bits of it and the pixel s∗j in the upper left
corner of the same block is larger than t, viz. t̄ = |�s∗j/2i� − �sj/2i�| > t. Then, the absolute difference
between the high (b − i + 1) bits of these two pixels is

|�s∗j/2i−1� − �sj/2i−1�| = |�s∗j/2i� × 2 + s∗j,i − �sj/2i� × 2 − sj,i|
= |(�s∗j/2i� − �sj/2i�) × 2 + s∗j,i − sj,i|
= |2t̄ + s∗j,i − sj,i|,

where s∗j,i and sj,i are the ith bits of s∗j and sj respectively. t̄ � 1 can be obtained from t � 0. So

|�s∗j/2i−1� − �sj/2i−1�| � 2t̄ − 1 � t̄ > t.

Therefore, the (i−1)th bit plane of the block is also non-flat and the pixels in this block are also non-flat
in the (i − 1)th bit plane.

Consequently, the proof of this theorem is completed.
Accordingly, when r < i,

Nfr,t ⊇ Nf i,t. (20)
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If the MBPIS method modifies the rth natural binary bits of the pixels in Nfr,t(1 � r < l) with ratio pr,
then because Nfr,t ⊇ Nf l,t, the rth natural binary bits of the pixels in Nf l,t would also be modified with
ratio pr. Therefore, the areas composed of the pixels which are non-flat in the higher bit planes are also
the non-flat area treated equivalently. So far, the first problem pointed out in section 2 has been solved.

5.3 Selecting the stego trace sets treated equivalently

In section 4, we have pointed out that for the given adaptive steganography, it is necessary to search
for the stego trace sets Cm treated equivalently. The pixel pairs in these trace sets should belong to the
stego areas treated equivalently whose l least significant bit planes are non-flat. This can ensure that
there are the transition relationships among their trace subsets introduced in section 3 and bits in the
same positions of their pixels will be modified with equivalent probabilities.

In order to ensure that the two pixels in a pixel pair do not belong to two different areas, assume that
the size of the block n1×n2 is known, and just calculate the pixel pairs in each block. But, if the absolute
difference M between the high (b − l) bits of the two pixels’ Gray code values in a adjacent pixel pair
is larger than t, this pixel pair does not always belong to the non-flat areas. This is because neither of
the two pixels in this pixel pair is in the upper left corner of the block possibly. However, the complexity
measure of the lth Gray code bit plane of the block Ak containing them must satisfies

f(Ak, l) � M/2. (21)

Thus, if the absolute difference M between the high (b − l) bits of the two adjacent pixels’ Gray code
values satisfies M > 2t, the lth Gray code bit plane of the block containing them is non-flat.

In the MSPA model, the trace set is determined by the absolute difference between the high (b − l)
bits of two pixels’ natural binary values. But in the MBPIS method, the complexity is measured by
the absolute difference between the high (b − l) bits of two pixels’ Gray code values. Thus, firstly, it is
necessary to establish the mapping relationships between the absolute differences in natural binary code
and in Gray code, viz. to know the possible absolute differences in Gray code of two natural binary
values with the given absolute difference m. Table 1 shows the possible absolute difference between the
high (b− l) bits of two pixels’ natural binary values when the absolute difference between the high (b− l)
bits of their Gray code values is 0–15. In the MBPIS method, the threshold used to select the non-flat
areas is usually 0 or 1, and there are few pixel pairs with the absolute difference between the high (b− l)
bits of their Gray code values being larger than 15. Thus, Table 1 only supplies the cases the absolute
differences are 0, 1, . . . , 15.

Let the function M = Map(m) denote the mapping from the absolute difference in natural binary to
the absolute difference in Gray code in Table 1. We can construct the function

F (m) = Map(m)/2,

and then, from (21), we obtain f(Ak, l) � M/2 = Map(m)/2 = F (m).
When t = 0, as seen from Table 1, if the absolute difference m between the high (b−l) bits of two pixels

in natural binary code satisfies m � 1, m must satisfy F (m) = Map(m)/2 > 0. So, by the proposition
in section 4, the corresponding trace sets for m � 1 are the stego trace sets treated equivalently.

When t = 1, as seen from Table 1, if the absolute difference between the high (b− l) bits of two pixels
in natural binary are 6, 7, 8, 12, 13, 14, . . ., 19, 22, 23, . . ., 31, m must satisfy F (m) = Map(m)/2 > 1.
So, from the proposition in Section 4, the corresponding trace sets for m=6, 7, 8, 12, 13, 14, . . ., 19, 22,
23, . . ., 31 are the stego trace sets treated equivalently.

In the MBPIS method, the threshold used to select the non-flat areas is usually 0 or 1, so the examples
are just supplied for these two cases.

5.4 Estimating the modification ratio of MBPIS

If the MBPIS method modifies the kth bits of the pixels’ natural binary values in Nfk,t(1 � k < l) with
ratio pk, then because Nfk,t ⊇ Nf l,t, the kth bits of the pixels’ natural binary values in Nf l,t must be
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Table 1 Possible absolute differences m between the high (b − l) bits of two pixels’ natural binary values when the

absolute difference between the high (b − l) bits of their Gray code values is M

Absolute difference Absolute difference m Absolute difference Absolute difference m

M in Gray code in natural binary code M in Gray code in natural binary code

0 0 8 1, 3, 5, 7, 9, 11, 13, 15, 16, . . .

1 1, 2, 5, 10, 21, . . . 9 2, 5, 6, 10, 11, 14, 15, 17, 18, 26, . . .

2 1, 3, 4, 9, 11, 20, . . . 10 4, 5, 7, 12, 13, 15, 17, 19, 25, 27, . . .

3 2, 3, 6, 7, 9, 10, 18, 19, 22, . . . 11 3, 6, 7, 9, 10, 13, 14, 18, 23, 25, 26, . . .

4 1, 3, 5, 7, 8, 17, 19, 21, 23, . . . 12 8, 9, 11, 13, 15, 24, . . .

5 2, 3, 6, 7, 9, 13, 14, 18, 19, 22, . . . 13 3, 7, 9, 10, 13, 14, 19, 22, 23, 25, 29, . . .

6 4, 5, 7, 12, 13, 15, 17, 19, 20, . . . 14 4, 9, 11, 12, 20, 21, 23, 28, . . .

7 2, 5, 6, 10, 11, 14, 15, 17, 18, 21, . . . 15 2, 5, 6, 10, 11, 14, 18, 21, 22, 26, 27, 30, . . .

modified with ratio pk too. Sequentially, from the definition of modification pattern, the probability that
the modification pattern [π1, π2] occurs in the l LSBs of a pixel pair in Nf l,t is

ρ2l([π1, π2]) =
l∏

k=1

q
2−bit(π1,k)−bit(π2,k)
k p

bit(π1,k)+bit(π2,k)
k , (22)

where qk = 1 − pk, bit(πi, k)(i = 1, 2) denotes the kth bit of πi. Consequently, for the stego trace sets
treated equivalently in subsection 5.3, based on the modification patterns that must occur when a pixel
pair transfers from one trace subset to another, we have

Q′
m,l = A⊗2

l Qm,l, (23)

where Al = ( ql

pl

pl

ql
) ⊗ ( ql−1

pl−1

pl−1
ql−1

) ⊗ · · · ⊗ ( q1
p1

p1
q1

), ⊗ is the operation of Kronecker product, A⊗2
l is the 2nd

Kronecker power of matrix Al and Qm,l = (|Qm,0,0|, |Qm,0,1|, . . . , |Qm,L−1,L−1|)T.
As with [31], when pk �= 1/2(1 � k � l), from (23), the cardinality of each trace subset of cover image

can be given by the function with the cardinalities of the trace subsets of stego image as coefficients and
the modification ratios as unknown parameters, viz.

Qm,l = (A−1
l )⊗2Q′

m,l, (24)

where A−1
l is the inverse matrix of Al.

Applying (24) to (7)–(9) respectively, |XLm+u| and |YLm+u| can also be denoted by the functions with
the cardinalities of the trace subsets of stego image as coefficients and the modification ratios as unknown
parameters. Then, applying them to (6), the modification ratio in each bit plane of the natural binary
values can be estimated as follows:

(L − u)
L−1∑
τ1=0

L−1∑
τ2=0

u−1∑
v=0

( l∏
k=1

P (pk, L + v − u, τ1, v, τ2)|Q′
m+1,τ1,τ2

|
)

− u
L−1∑
τ1=0

L−1∑
τ2=0

L−1∑
v=u

( l∏
k=1

P (pk, v − u, τ1, v, τ2)|Q′
m,τ1,τ2

|
)

= 0, (25)

and

(L − u)
L−1∑
τ1=0

L−1∑
τ2=0

u−1∑
v=0

( l∏
k=1

P (pk, L + v − u, τ1, v, τ2)|Q′
1,τ1,τ2

|
)

− u

L−1∑
τ1=0

L−1∑
τ2=0

L−1∑
v=u

(( l∏
k=1

P (pk, v − u, τ1, v, τ2) +
l∏

k=1

P (pk, v, τ1, v − u, τ2)
)
|Q′

0,τ1,τ2
|
)

= 0, (26)

where P (pk, π1, τ1, π2, τ2) = (1 − pk)2−bit(π1⊕τ1,k)−bit(π2⊕τ2,k)(−pk)bit(π1⊕τ1,k)+bit(π2⊕τ2,k), 1 � k � l,
1 � m � L̃− 2 and 1 � u � L− 1. When u = 0, both two sides of (6) are always equal to 0, so (6) is not
useful for discrimination between cover and stego images at this time and is discarded.
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Following [31], the different m and u are combined, viz. the corresponding estimation equations for
different m and u are summated to obtain the final equations for estimating the modification ratios. And
when right-shifting all the pixels of an image r bits (the rightmost bit of a pixel value is its LSB), the
assumption (6) will still hold for small enough r. For example, for the 8-bit grayscale images, when r � 3,
(6) still hold after right-shifting all of an image’s pixels r bits. Therefore, one can right-shift all the pixels
k − 1 bits, and then adopt the estimation equations with l − k + 1 instead of l to obtain pk, pk+1, . . . , pl.
It can be seen that the equations could have 2 roots for each pk, 1 � k � l. Then, the root whose
absolute value is the least would be selected as the estimation of pk. And when the equations have no
roots in (−0.05, 0.55) (or have no real root), the modification ratios will be viewed as 0.5. By far, the
modification ratio in each non-flat pixel’s ith bit has been obtained.

Because the MBPIS method converts the image in Gray code into the image in natural binary from
higher bit planes to lower bit planes after embedding, the potential modified bits in each non-flat pixel
follow {

b′l = g′l ⊕ bl+1,

b′i = g′i ⊕ b′i+1, 1 � i < l.
(27)

Thus, the relationship between the modification ratios in Gray code bit planes and natural binary bit
planes can be derived as {

pl = pGC,l,

pi = pGC,i(1 − pi+1) + (1 − pGC,i)pi+1,
(28)

where pGC,i denotes the modification ratio in the ith Gray code bit plane. Then

{
pGC,l = pl,

pGC,i = (pi − pi+1)/(1 − 2pi+1).
(29)

The steganalyzers can compute the modification ratios in Gray code bit planes by (29).

6 Experimental results and analysis

In order to validate the performance of the proposed algorithm, 3075 images downloaded from http://
photogallery.nrcs.usda.gov are used to test the algorithm. These images are originally very high resolution
color images in format ‘tiff’, and are then converted into grayscale images in format ‘bmp’. Among the
images, 40% of them were scaled down to 512×366 pixels, another 40% of them were scaled down
to 1024×768 pixels, and the residual images maintained the original size. The MBPIS steganography
method was implemented with the familiar threshold t = 0, and the bit plane block was with a size
of 2 × 2. Random bits were embedded into the cover images’ 3 least significant Gray code bit planes
with ratios pGC,i ∈{0, 0.02, 0.04, 0.06, 0.08, 0.1, 0.15, 0.2, 0.3, 0.35, 0.4}, 1 � i � 3. Then, there are
123=1728 groups of images, including 1 group of cover images and 1727 groups of stego images, totally
5313600 images. The horizontal and vertical adjacent pixel pairs were utilized in steganalysis, which is a
representative option in existing literatures.

It is indicated that [32] when the quantitative steganalysis methods estimate the embedding ratios or
modification ratios, the gaps between the estimated values and the real values are usually big, considering
that the distribution of estimation error is usually heavy-tailed. And therefore, the median and IQR
(interquartile range) are more representative than the familiar mean and standard deviation in evaluating
the estimation error of the proposed algorithm. In this paper, we also adopt the median and IQR in
evaluating the error of experimental results, and compare the modification ratio estimation accuracy of
the proposed algorithm and that of the ID3SPA algorithm presented in [31]. For the reason of space,
only part of the experimental results are given as follows.
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Figure 1 Comparison of estimating the modification ratio in the third Graycode bit plane. (a) Medians of estimation

errors; (b) IQRs of estimation errors.

Figure 2 Comparison of estimating the modification ratio in the second Graycode bit plane when pGC,3 ∈ {0, 0.02, 0.04}.
(a) Medians of estimation errors; (b) IQRs of estimation errors.

Figure 3 Comparison of estimating the modification ratio in the first Graycode bit plane when pGC,3 = 0, pGC,2 ∈
{0, 0.02, 0.04}. (a) Medians of estimation errors; (b) IQRs of estimation errors.

Figure 1 shows the modification ratio estimation errors of the proposed algorithm and the ID3SPA
for the third Graycode bit plane. The reason of the difference between two algorithms’ estimation errors
should be ascribed to the fact that the MBPIS steganography only modifies the pixels in the textured
non-flat areas. The ID3SPA algorithm assumes that the steganography modifies randomly all bits in this
plane, making the results of ID3SPA on the low side. With the increase of modification ratio, the degree
on the low side is increased, and thus, the ID3SPA algorithm is not effective for detecting the MBPIS
stego-images. On the contrary, the proposed algorithm considers only the non-flat areas of embedded
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message, but not flat areas without containing any embedding message. And, this makes the results of
proposed algorithm closer to real values in the mass.

Figure 2 shows the estimation errors of the proposed algorithm and ID3SPA for modification ratios in
the second Graycode bit plane when the modification ratios in the third Graycode bit plane are pGC,3 ∈
{0, 0.02, 0.04}. As can be seen, with the rise of modification ratio in the second Graycode bitplane, the
estimation errors of the proposed algorithm reduce gradually. Especially, when the modification ratios
in the third Graycode bit plane is low, the estimation errors are close to 0 steadily. On the contrary,
although the medians of ID3SPA algorithm are comparative with the proposed algorithm when the
modification ratio is close to 0, with the increase of modification ratio in the second Graycode bit plane,
the estimated modification ratios of ID3SPA are remarkably lower than the practical values. These lower
estimated values would affect the identification of stego images seriously. Additionally, with the increase
of modification ratio in the third Graycode bit plane, both the amplitudes of the estimation errors of the
proposed method and ID3SPA for modification ratio in the second Graycode bit plane become larger,
especially when the practical modification ratio in the second Graycode bit plane is low. This issue needs
to be studied further.

If the second Graycode bit plane contains secret messages, the results are similar when estimating the
modification ratio in the first Graycode bit plane, as shown in Figure 3.

7 Conclusions

In this paper, the problem of adopting the existing quantitative steganalysis method to detect the adaptive
steganography is investigated. Firstly, the applicability of the sample pairs analysis model of MLSB
replacement steganography for detecting the adaptive steganography is analyzed, and then the conditions
of the adaptive steganography that suits to be detected by the model is proposed. For a category of
adaptive steganography satisfying the conditions, a general quantitative analysis method is given. And
then, for a typical adaptive multiple bit planes image steganography, the modification ratio estimation
algorithm is proposed. The experimental results show that the proposed algorithm can estimate the
modification ratios of the adaptive multiple bit planes image steganography with high accuracy, and
verify the validity of the proposed general quantitative steganalysis method.

It should be noted that, this paper is an elementary exploration on quantitative analysis of adaptive
steganography, and there are some other problems yet to be studied, such as the problem of how to
ascertain the size of block and the threshold value. At present, some of these problems can be resolved
in a certain extent. For instance, for block size {2, 3, 4}×{2, 3, 4} in common use, steganalyzers can
partition the image into blocks with size of 6×6, and then count the pixel pairs of all 2×2 blocks in four
corners to ensure the counted pixel pairs with the two pixels in the same block. However, this skill reduces
the availability of pixel pairs. In the next step, we will propose some means to improve the universality
and detection accuracy.
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